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1. ®OPMbI YYHACTHUSA B KOHKYPCE
NuauBuayanbHbI KOHKYPC.
2. SAJAHME JJ1s1 KOHKYPCA

CopepxaHueM KOHKYPCHOTO 3a/1aHUs SIBJISIOTCS IPUMEHEHHE Ha IIPAKTUKE CUCTEM
KOPIOPATUBHOM 3alIUThl OT BHYTPEHHUX YIPO3. YUYACTHUKU COPEBHOBAHUM MOJy4arOT
ONMCAHKME MOJIETIN OpTaHU3AlMU, BKIIOUYasl ONMCAaHUE €€ OPTaHU3aLMOHHON CTPYKTYPHI,
MH(pOpMaLMK, HUPKYJIUPYIOLIEH BHYTPHU MepUMeTpa 0€30MacHOCTH, HHPOPMALIMOHHON
MH(PACTPYKTYpPHI, KAHAJIOB CBSI3H, BUAOB TpapuKa, CIIUCKOB MOJIb30BaTEEH.

KoHkypcHOE€  3agaHMe  MMEET  HECKOJIbKO  MOJYJIEH,  BBINOJHSAEMbBIX
IIOCJIEI0BATENBHO.

Konkypc BKiIIOYaeT ucciae10BaHue OpraHU3alliy C LEJbI0 3alIUThl OT BHYTPEHHUX
yrpo3, HACTPOMKY M MNPOBEPKY CIELHAIU3UPOBAHHOIO MPOTPAMMHOIO OOecredeHus,
pa3paboTKy W TPUMEHEHHE TOJMTUK HH(OOpMAIMOHHONW O0€30ImacHOCTH, KOHTPOJb
WH(OPMAIIMOHHBIX IOTOKOB, aHAJIN3 BHISIBJICHHBIX MHITUJACHTOB U MOATOTOBKY OTYETOB.

OKOHYaTeNbHbIE aCHEKThl KPUTEPUEB OLEHKU YTOUYHSAIOTCA YICHAMHU >KIOPH.
OueHka MPOU3BOAMTCS KaK B OTHOLIEHWHM PaOOThI MOJYJIEH, TaK U B OTHOIIECHUU
npolecca BhIMOJHEHUSI KOHKYPCHOM paOoThl. Eciii yyacTHUK KOHKYpcCa HE BBIIOJIHSET
TpeOOBaHUS TEXHUKU 0€30MaCHOCTH, KOHPJIMKTEH, HE BJIaJIeeT TEXHUKAMU YTPABJICHUS
CTpPECCOM U pa3pelieHus KOH(IUKTHBIX CUTyalui, MOJABEpraeT OMacHOCTH ceOs WM
APYrUX KOHKYPCAHTOB, TAKOM YYaCTHUK MOKET ObITh OTCTPaHEH OT KOHKYypca.

Bpems u netanu KOHKYpPCHOTO 3aJJaHHsl B 3aBUCUMOCTH OT KOHKYPCHBIX YCJIOBHIA
MOTYT OBITh U3MEHEHBI YJICHAMU KIOPH.

KoHkypcHOe 3amaHMe JOJDKHO BBIMOJHATHCS TMOMOJYJIbHO. OIEHKa Takxke
OPOUCXOIUT OT MOJIYJSI K MOJYJIIO.

Ecnu ydacTHMK 3aKOHYMWJI BBINOJHEHHWE MOJIYJS JOCPOYHO, OH JOJDKEH
pacnucaThCs B BEOMOCTH BPEMEHM HAIPOTHUB COOTBETCTBYIOIIEH MH(OPMAILMOHHON
3aIMCH «Y4YacTHUK Ne  3aKOHYMJI BBIITOJTHEHHUE MOAYJSA _ ».
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3. MOAYJIA 3AJAHUSA N HEOBXOJNMOE BPEMS

Mopynu u Bpemsi cBelieHbI B Tabuiie 1

Tabmura 1.
Ne PaGouee Bpewms Ha
HaumenoBanne Moayiist
/T BpeMsi 3a/1aHue
1 | Monyns 3: Pa3paboTka mOJUTHK O€30MacHOCTH B c1
CUCTEME KOPIOPATUBHON 3aITUThl HHPOPMAIIUH OT 9.30-13.00 3,5 gaca
BHYTPEHHHUX yTPO3
2 | Moaynb 6: AHanu3 BBISIBIICHHBIX UHIIUJIEHTOB C1
14.00-16.00 | 213
3 | Moxayne 5: TexHOIOTHN areHTCKOTO MOHUTOPUHTA C2 3 waca
10.00-13.00
Monyns 1: VYcranoBka, KOHGUTYpUPOBAHHE U C2
4 | ycTpaHeHHE vHechpaBHOCTeﬁ B CHCTEMC | 1/ 4 1700 3 4aca
KOPIIOPaTUBHOM 3alIUTHI OT BHYTPEHHUX YTPO3
S5 | Moayne 4: TexHOJOrMM aHalu3a U 3alIUTHI C3 3.5 yaca
CeTeBOro Tpaduka 9.30-13.00 ’
Hroro 15 gacos

Moayasb 1: YcraHoBka, KOHPUTypHMPOBaHKE H YCTPAHEHUE HEHCIIPABHOCTEH B
cUCTeMe KOPIOPAaTHUBHOM 3AILUTHI OT BHYTPEHHUX YIPo3

Y4YacTHUK JOJIKCH:

o IlpoBectn koH(purypamuio cereBo HUHPPACTPYKTYpPHI:

MAIlLIMHY, CETEBOE OKPYKEHHUE, BUPTYaJIbHbIC MAILIUHBL, U T. I1.;
e VYCTaHOBUTh M HAaCTPOUTh CUCTEMY KOPIIOPATUBHOW 3aIUTHI OT BHYTPEHHUX

yTpos,

HaCTPOUTbL XOCT-

e 3amyCTUTh CUCTEMY, IPOBEPUTH (PYHKIIMOHAIBHOCTh U COOTBETCTBHE HACTPOEK

L[EJIEBOM CEeTeBOM MHPPACTPYKTYpe
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e [IpoBecTd MMHUTAIMIO TPOIECCAa YTCUKH KOH(HICHIIMAIBHOH WH(OpPMAIUU B
CHCTEME;

e YCTpaHUTH MPOOJIEMBI TIPH MTOSBICHHH;

e [IpomemMoHCTpHPOBATH PAOOTOCTIOCOOHOCTh CHCTEMBI

e [loaroTOBUTH OTYET IO OICHKE pabOTOCIIOCOOHOCTH CHCTEMEI,

Monayas 3: Pa3paboTka moJUTHK 0€30IIaCHOCTH B CHCTEME KOPNOPATHBHOM
3alUThI ”HPOPMALMH OT BHYTPEHHHUX yIrpPo3.

[lens yuacTHMKa — pa3paboTaTh MNOJUTUKKA HH(OOPMAIMOHHOW O€30MaCHOCTH,
UCIIOb3Ysd MHCTPYMEHTAapuil aBTOMaTHU3upoBaHHOW cucteMbl IWTM 6 u ycnemHo ux
NPUMEHUTh IS BBIABICHUS W/WIK OJOKUPOBAHHS HMHIIMACHTOB Oe3oracHocTu. Jlis
CO37IaHUsl WHIUIAEHTOB W Apyrux coobituii B IWTM wucnons3yercss crenuaibHOe
IporpaMMHoe obecrieueHne — crenuaibHeiil ['eneparop Tpaduka u MHIUACHTOB.

YyacTHUKY HEOOX0IUMO:

e PazpaGoraTth HOBbIE W/WIK MOJUDPHUIMPOBATH CYIIECTBYIOIMIUE TOJUTUKH
0e30macHOCTH, TEPEKPHIBAIONINE KaHaJbl TepeAadyd JaHHBIX W BO3MOXKHBIC
MHIIUJICHTHI COIJIAaCHO KOHKYPCHOMY 3aJIaHUIO;

e 3aHecTH MOJUTUKHU UH(pOopMaloHHOM Oe3omacHOoCTH B DLP-cucremy;

e PazpaGorate win/m MoOAMPUIMPOBATH OOBEKTHI  3aIUUTHI, KaTETOPHH,
TexHoaoruu 3anmuTel B DLP-cucteme u T. 11.;

o [IpuMeHUTH TIOMUTUKH JUIsl KOHTpOJiA Tpaduka, BBISBICHUS  W/WIH
OJIOKUpPOBaHUSI  MHIIMACHTOB  O€30MACHOCTH,  CO3/IaBAEMbBIX  BHEIIHUM
['eneparopom Tpaduika v UHIUAEHTOB. MaKCUMU3UPOBATh YMCIIO BBISIBICHHBIX
WHIIMACHTOB 0€30ITaCHOCTH;

e IIponeMoHcTpUpOBaTh BJIAJACHUE TEXHOJOTUSIMH M yMEHHE paldoTaTh C

uHTEpPENCcOM YIPABICHHUS CUCTEMbl KOPHOPATUBHOW 3alIUTBHl MH(POpMAIUU
IWTM.

YyacTHUKY HEOOXOIUMO MPUMEHUTD TOJUTUKH HH(DOPMAITMOHHON 6€30TTaCHOCTH B
cucreme IWTM, aBTOMaTHM4EeCKHU BBINOJHUTH IMOUCK WHIUJECHTOB HH(POPMAIMOHHOMN
0€30I1aCHOCTH, BHECEHHBIX WICHAMU KIOpU (C MCIOJb30BaHUEM CTeHAa W ['eHeparopa
Tpaduka W UHIUJACHTOB). IIOJUTHKH MOXXHO MOJIU(PHUIIMPOBATH, C IICIBIO BBISBICHUS
MaKCUMaJIbHOTO YHCJIa WHITMIACHTOB M yTeuek. HeoOXomuMo MCmoap30BaTh BECh HAOOD
TEXHOJIOTUH TOMCKA U BBISBIICHUS YI3BUMOCTEH, JOCTYITHBIA B CUCTEME KOPIIOPATUBHOM
3amuThl. UTOrOBBIN BapyuaHT MOJUTHK JI0JDKEH OBITh 3a(DMKCUPOBAHBI B OTUETE.
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B uucno HHOUIACHTOB MOT'YT BXOJUTb, HAIIPHUMCP:

repefaya MNEPCOHANBHBIX JAHHBIX COTPYJHMKOB M KOHTPAareHTOB IIO
AIEKTPOHHOM IIOYTE;

nepenava 6a3pl KJIMEHTOB OPraHU3allii B apXUBE C UCIIOJIb30BaHUEM (PailsIoBBIX
IIPOTOKOJIOB;

HELEH3YypHas JICKCUKA COTPYJHUKOB B IIEPEIUCKE C KOHTPAreHTaMU;

nepenava nH(OpMalnu, COCTaBIISIONIEH KOMMEPUECKYIO TaliHy U Jp.

3ajiaHue BBITOHICTCS ¢ TIOMOIIBIO mporpammHoro odecriedenuss DLP (Data Leaks
Prevention) IWTM 6.

[IpuMepHBI AITOPUTM BBINIOJIHEHUS HA IpUMeEpE UHIMAEHTOB U mosuThK PCI DSS:

3anyctuth cucremy IWTM,

O3HaKOMUTBCS CO CTPYKTYpPOH BUPTYaJIbHOM Cpesibl, UCTIONb3yEeMOM IS
BBITIOJTHEHHSI TAOOPATOPHOTO MPAaKTUKyMa (3 BUPTyaIbHbIE MAIIMHEL: CEPBEP
IWTM 6; cepep IWDM; pabouue cranumu «Hapyuurenein),

[IpoBepuTh PYHKIMOHAIBHOCTh U COOTBETCTBUE HACTPOEK 1LIEJIEBOM CETEBOM

UHGPACTPYKTYpE

N3yunth mpenocTaBisieMble MaTepualbl, HUCHOJIb3YyEMbIE NPU CO3IAHUHU
rmonutuku Ub B cucreme IWTM 6: konnenus nonutuka Ub PCI DSS;

B xoncomu IWTM 6 coznate 00BbekThI 3ammThl ¥ nosutuky Wb, ucnonb3ys
TEXHOJIOTMH aHaiau3a, 00o3HaueHHble B mojutuke PCI DSS.

[IpoBecTn mpoOBEpKYy areHTra, YCTAaHOBJICHHOrO Ha pabouell CTaHIUU
«HApYIIUTEIb), HA MPEAMET COEIUHEHUS C cepBepoM DM.

B xonconun DM nposectu npoBepky coeaunenus cepsepa IWTM 6 ¢ cepepom
IWDM, a Takke akTyalibHOCTh TIocieaHel Bepcuu koHpurypamuu IWTM 6.
[TpoBecTn uMuUTAIIMIO TIPOIIECCa YTEUKU KOHPUACHIIMATbHONU HHpOpMaITUu:

a. Bpyunyto ¢ paboueit cranuuu «Hapymurensy

b. Aptromartuuecku ¢ ['eHepaTOpa HHIIUICHTOB

B xoncomn IWTM 6 u/unu IWDM aBTOMaTudecku moryduTh HHPOPMAITUIO O
dakre yreukn KoH(puIeHIMaTbHON WHGoOpManuu. VMHIMACHT MOKEH OBITH
ABTOMATHYECKUA BBISIBJIEH W IMOMEUEH KaK YSI3BUMOCTh COOTBETCTBYIOIIETO
YPOBHS COTJIACHO 33JJaHUIO.
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Mopayab 4: TexHOJIOTMH aHAJIHM3A U 3aLIUTHI CETEBOr0 Tpauka.
Y4aCTHHUK BBINOJHAET CIEAYIOIIME ACUCTBHS C HUCIOib30BaHuEM VPN-cucrem
kopropatuBHoro kiacca (Virtual Private Network):

Pa3BépThiBaHMEe, HAcTpoiika M TpoBepka padorocrnocobHocth VPN-cetn Ha
CYILIECTBYIOIIEH U BBIYUCIUTENbHON HHPPACTPYKTYPE.

AJIMUHHCTPUPOBAHUE Y3JIOB U MOJIb30BATENECH.

Brimonxenue KOMIIPOMETalUU y3II0B, KJIIOYEH, IIOJI30BATEIIECH.
BoccranoBnenue cBa3u. OOHOBIIEHUE KIIFOUEBOM MH(OpMAIUK.

OpraHuszanuio MeKCETEBOro B3aUMOACHCTBUS U TYHHEIIUPOBAHUSI.

Brenpenue neHTpain30BaHHbIX NOJUTUK Oe30omacHoCcTU. O0ecreyeHune 3amThl
pabounx MecT.

Y4YacTHUK BBINOJIHSET CICOYIOIINC IIGI‘/JICTBI/IH ¢ wucroibp3oBanueM |DS-cucrem
KOPIIOPATHUBHOTI'O KJIacCa:

Pa3BépThiBaHME, HacCTpOIiKa U MpoBepka padoTocnocodHocTu IDS-cructemsl Ha
CYILIECTBYIOIIEH U BBIYMCIUTEIbHON HHPPACTPYKTYPE.

BrisiBnenue Oosiblliel 4acT MHIUIEHTOB O€30MacHOCTH 3a OrpPaHUYEHHOE
BpeMs U/ UM € Y4ETOM HEOKUJAHHO MEHSIOLIUXCS YCIOBUM.

Pa3paboTka U nmpuMeHeHHEe Pa3TUYHBIX MEXaHW3MOB U TEXHOJIOTMM aHalu3a
Tpaduka.

JleTeKTHpOBaHUE aTaK U yrpo3, IPOBEAECHUE PACCIECAOBAHUS HHIUIEHTA

VPN u IDS cucteMbl MOTYT MPUMEHSTHCS B paMKax OJTHOTO MOJTYJISI KAK COBMECTHO,
M0 OTJAEIBHOCTH WUJTU MOOAUHOYKE.

Monayab 5: TexH0JI0OrHM AaTreHTCKOT0 MOHMTOPHUHIA

YyacTHUKY HEOOXOAMMO TPUMEHUTHh TMOJUTHUKA  HUHYOPMAMOHHOU

oe3zomacuoctn B cucreme IWTM/IWDM, aBroMaTWueckyd BBIMOJHUTEL TTOUCK
MHIMJICHTOB HMH(GOPMAIMOHHON O€30MacHOCTH, BHECCHHBIX YICHAMH XIOpH (C
HCIIOJIb30BaHUEM CTeHIa B ['eHepaTopa Tpaduka U HHIIUICHTOB).

[TpoeMOHCTPUPOBATh 3HAHUE MEXAHIU3MOB PAOOTHI ar€HTCKOTO MOHUTOPHHTA;
Pa3paboTaTh ¥ IPUMEHHUTH MTOJIUTUKH areHTCKOTO MOHUTOPHHTA ISl pabOThI €
HOCUTEJISIMHU B YCTPONCTBAMH;

Pa3paboraTs ¥ MPUMEHUTH MOJUTUKN areHTCKOTO MOHUTOPHHTA I pabOTHI C
daiinamu;
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PaboTa ¢ HCKIIOUEHUSAMU U3 IIepeXBaTa.

Monyab 6: AHaJIM3 BbISIBJICHHBIX HHIIUICHTOB

3&,[[3‘13 Y4aCTHHKa — HCIIOJIb30BATH QHAJIMTUYCCKUMN q)YHKHI/IOHaH Pa3IN9IHbIX
CUCTEM JJISI CO3JaHUS OTYETOB O HaﬁﬂeHHBIX HHOUACHTAX W adHaJIn3a II0JYYCHHBIX

JaHHBIX.

YyacTHUK JOJIDKCH:

[IpuMeHuTh, MEXaHU3MBbI CO3/IaHus (DUIBTPOB ISl aHANIM3a MEPEXBAYCHHOTO
TpaduKa U BHISIBICHHBIX UHIIUJICHTOB;

[ToAroTOBUTH IE€TaTU3UPOBAHHBIE OTYETHI O HAPYIICHUSX;

[IpoBecTu kinaccupuKalyo ypoBHS yIpO3bl HHIIUACHTA,

Hcnonb30oBaTh JAOMOJHUTENBHBIX MOAYJIW aHaiu3a HWHPOPMAIIMOHHBIX
MOTOKOB, €CJIK 3TO MPOAUKTOBAHO OCOOEHHOCTSAMM MOJIETN OpraHU3alud U
yCJIOBUSIMH €€ OU3Heca;

PazpaboraTh mjaH 1o JaJbHEHIIEMY paccielOBaHUIO BBISIBICHHBIX
WHIUJEHTOB U TPOTUBOAEHCTBHUIO HAPYIIUTEISIM C OTIOPO HA HOPMATHUBHYO
0asy;

IToaroTOBUTH NTOTOBBIN OTYET.

Copyright © Coro3 «Bopuackumic Poccusi» 7
KopropaTuBHas 3aIinra OT BHYyTPEHHHX Yrpo3 HH(GOPMAIUOHHO# 6€301acCHOCTH



4. KPUTEPUU OLHEHKH

B nanHOM pasmesne ompeneiieHbl KpUTEPUU OIECHKH M KOJIMYECTBO HAYHMCIIIEMBIX
6amioB (00beKTUBHBIC) Tabnuila 2. OO01Iee KOJUYeCcTBO 0alJIOB 3a/IaHKs/MOTYJISI IO BCEM
KPUTEPUSIM OIICHKH cocTaBisieT 89.

Tab6nua 2.
Ouenkn
Paznen Kpurepmnii
8 puTep MHeH? ¢ Oo0bexTuBHass | OOwas
cyneii
A Opranuzaiust paOOThI U YIIPABJICHHUE 5,00 5,00

YcTaHoBKa, KOH(PUTypHUpOBaHUE U
YCTpaHEHHE HEUCIIPABHOCTEN B
CUCTEME KOPIIOPATUBHOM 3alIUThI OT
BHYTPEHHHX yIpoO3

15,00 15,00

PazpaboTka monuTuk 6€30macHOCTH
D B CUCTEME KOPIOPATUBHOM 3aIlUThI 20,00 20,00
uH(OpMAIUU OT BHYTPEHHUX YIPO3

[Touck u npenoTBpalleHUE
WHUHIEHTOB. TexHomoruu anannsa
E ceTeBoro Tpadguka B CHCTEME 27,00 27,00
KOPIIOPATUBHOM 3alIUTHI
nH(pOpMaIIU OT BHYTPEHHUX YIPO3

TexHoOTUHU ar€eHTCKOT 0

F 14,00 14,00
MOHHUTOPHHTA
G AHanu3 BBIABICHHBIX UHIIUIECHTOB 8,00 8,00
Hroro = 89 89

Cy0beKTHBHBIE OLICHKH . HE TPUMEHHUMO.
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